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ABSTRACT: Violence against women, particularly femicide and other forms of aggression, has
been alarmingly increasing worldwide, reflecting a society still marked by gender inequalities.
This article proposes developing an innovative technological solution to enhance women's
safety in risk situations, leveraging emerging technologies such as the Internet of Things (loT),
geolocation via GPS (Global Positioning System), and integration with emergency
communication systems. The primary goal is to provide a personal safety device, in the form
of a smart bracelet, capable of the creation of an interface for device registration and
monitoring, with specific features to assist authorities in investigating cases of violence.
Technologies such as GPS LoRa, the ESP32 microcontroller, data encryption, and APIs for
secure communication are employed. Lastly, the article details the prototyping methodology
and the hardware and software testing performed to validate the solution. The partial results
of the prototyping demonstrate the technical feasibility of the loT smart bracelet, highlighting
the efficient integration of technologies such as GPS LoRa and ESP32 microcontroller. The
solution shows potential to improve the safety of women in risk situations, allowing for quick
location of the victim and agile activation of authorities.
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Pulseira Inteligente lot: uma Solucédo Tecnoldgica Contra o Feminicidio

RESUMO: A violéncia contra a mulher, especialmente o feminicidio e outras formas de agressao,
tem aumentado de forma alarmante em diversas regides do mundo, evidenciando uma sociedade
ainda marcada por desigualdades de género. Este artigo propde o desenvolvimento de uma
solucdo tecnoldgica inovadora para a seguranga de mulheres em situagdes de risco, utilizando
tecnologias emergentes como Internet das Coisas (loT, do inglés Internet of Things), geolocalizagdo
via GPS (Sistema de Posicionamento Global) e integracdo com sistemas de comunicagdo de
emergéncia. O objetivo principal é oferecer um dispositivo de seguranca pessoal, na forma de uma
pulseira inteligente, destinado a localizar rapidamente a vitima e acionar autoridades préximas de
forma auténoma e eficiente. O projeto também contempla a criagdo de uma interface para
cadastro e monitoramento do dispositivo, com funcionalidades especificas que facilitam a
investigacdo por parte das autoridades. Entre as tecnologias empregadas estdao o GPS LoRa rapida
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(do inglés Long Range), o microcontrolador ESP32, criptografia de dados e APIs (Interface de Programacao
de Aplicacdo) para comunicagdo segura. Por fim, o artigo detalha a metodologia de prototipagem e os testes
realizados para valida¢gdo do hardware e software. Os resultados parciais da prototipagem demonstram a
viabilidade técnica da pulseira inteligente loT, com destaque para a integracao eficiente de tecnologias como
GPS LoRa e microcontrolador ESP32. A solucdo apresenta potencial para aprimorar a seguranca de mulheres
em situagoes de risco, permitindo a localizacdo da vitima e o acionamento agil de autoridades.

Palavras-chaves: dispositivo 10T; feminicidio; pulseira inteligente; seguranca para mulheres; violéncia de
género.

Pulsera Inteligente 10T: una Solucion Tecnoldgica Contra el Feminicidio

RESUMEN: La violencia contra la mujer, especialmente el feminicidio y otras formas de agresién, ha
aumentado de manera alarmante en diversas regiones del mundo, evidenciando una sociedad aun marcada
por desigualdades de género. Este articulo propone el desarrollo de una solucién tecnoldgica innovadora
para la seguridad de las mujeres en situaciones de riesgo, utilizando tecnologias emergentes como Internet
de las Cosas (loT, del inglés Internet of Things), geolocalizacién mediante GPS (Sistema de Posicionamiento
Global) e integracién con sistemas de comunicacién de emergencia. El objetivo principal es ofrecer un
dispositivo de seguridad personal, en forma de pulsera inteligente, destinado a localizar rdpidamente a la
victima y activar a las autoridades cercanas de manera auténomay eficiente. El proyecto también contempla
la creacidn de una interfaz para el registro y monitoreo del dispositivo, con funcionalidades especificas que
facilitan la investigacién por parte de las autoridades. Entre las tecnologias empleadas se encuentran el GPS
LoRa (del inglés Long Range), el microcontrolador ESP32, la criptografia de datos y las APIs (Interfaces de
Programacion de Aplicaciones) para la comunicacion segura. Finalmente, el articulo detalla la metodologia
de prototipado y las pruebas realizadas para la validacion del hardware y software. Los resultados parciales
del prototipado demuestran la viabilidad técnica de la pulsera inteligente loT, destacando la eficiente
integracién de tecnologias como GPS LoRa y microcontrolador ESP32. La solucion presenta potencial para
mejorar la seguridad de las mujeres en situaciones de riesgo, permitiendo la rdpida localizacién de la victima
y la agil activacion de las autoridades.

Palabras clave: Dispositivo 10T, Feminicidio, Pulsera Inteligente, Seguridad para Mujeres, Violencia de
Género.

Introduction

Violence against women remains a critical social problem in many societies around the world.
According to the World Health Organization (WHQO), one in three women has experienced physical or sexual
violence at some point in their lives, often perpetrated by intimate partners (WHO, 2021). In Brazil, the
numbers are equally alarming: every five hours a femicide occurs in states such as Bahia, Cears,
Pernambuco, Rio de Janeiro and Sdo Paulo, according to the Network of Security Observatories (2022).
These data reflect structural inequalities and a sexist culture that perpetuates gender-based violence,
restricting women’s freedom and safety in public and private spaces.

In this scenario, technological innovation emerges as a promising tool in confronting gender-based
violence. Emerging technologies such as the Internet of Things (loT) are widely applied in public safety and
health and offer innovative solutions for monitoring and emergency response, such as the Bindi system,
which uses wearable sensors to identify signs of stress in victims and automatically notifies support networks
or authorities, promoting a rapid and effective response (Miranda Calero et al., 2022). The development of
portable and affordable devices that integrate real-time location and direct communication with
authorities—especially in areas with limited technological infrastructure—still faces challenges. The main
challenges include lack of mobile connectivity in some regions, the need for prolonged energy autonomy,
and guaranteeing security and privacy of transmitted data. In addition, many solutions depend on the use
of smartphones for activation, which can compromise rapid response in emergency situations (Forbes,
2019). To overcome these obstacles, the present project proposes a smart bracelet equipped with GPS, LoRa
(Long Range) technology, advanced encryption and an independent alert system, allowing direct activation
of authorities without the need for connection to traditional mobile networks (Abuagoub, 2022).
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This article proposes the development of a smart bracelet to increase the safety of women in
vulnerable situations, using GPS sensors, LoRa technology and integration with a mobile application. The
device allows sending the victim’s location and automatic notification to authorities, even in areas with
limited connectivity, such as regions without mobile phone coverage. Despite the potential of the
technology, challenges such as production costs, accessibility and the protection of sensitive data need to
be overcome. By doing so, it aims to contribute to the debate on how technology can be an ally in combating
gender-based violence, promoting a positive impact in local and global contexts.

THEORETICAL FRAMEWORK

Violence against women is a historical and structural problem that assumes various forms, including
physical, psychological, sexual, moral and patrimonial violence. Women face risks both in public and private
spaces, which restricts their freedom and safety.

Despite advances in public policies, the sexist culture continues to perpetuate cycles of gender-based
violence. De Oliveira (2017) highlights that this culture maintains women’s subordination, attributing
secondary roles to them in society. Factors such as alcohol and drug consumption are also pointed out as
recurring triggers for violent behaviors (Ledncio, 2008).

The COVID-19 pandemic worsened this reality by intensifying the cohabitation of victims and
aggressors. Moura-Ferreira (2024) points out that social isolation contributed to an increase in domestic
violence cases, while underreporting became even more concerning due to difficulties in accessing support
networks and reporting channels.

Figure 1 highlights how women victims of violence sought support from 2013 to 2023. There is a
significant increase in seeking help from family and friends, as well as in reports made to common police
stations and women’s specialized police stations. On the other hand, the percentage of women who took
no action dropped sharply, indicating greater awareness and access to support networks.

Figure 1 — Evolution of sources of support sought by women victims of violence (2013-2023)
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In addition to family networks and police stations, other means of support were mobilized during
the pandemic. Digital media played a central role in maintaining communication with women in situations
of violence through campaigns, educational booklets and digital tools such as reporting and support
applications (Fornari, 2021). Initiatives in the health sector, such as the Brazilian Unified Health System (SUS),
were also fundamental by integrating care for victims of violence into the protection of human rights,
focusing on psychological reception and medical support (Santos, 2018).

Recent DataSenado (2023) data presented in Figure 2 reveal that psychological violence is the most
recurrent form of aggression against women, representing 29.57% of reported cases, followed by moral
violence (25.58%), physical (25.25%), patrimonial (11.30%) and sexual (8.31%). In addition, about 50% of
these violences are committed by current partners, while 15% are perpetrated by ex-partners. This scenario
highlights how the cycle of violence is often associated with intimate relationships, where victims face
emotional, economic and social barriers to reporting or seeking help.

Figure 2 — Distribution of forms of violence against women reported to DataSenado (2023).
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In combating gender-based violence, technology has proven to be a powerful ally. Initiatives such as
ISA.bot and the Gléria application exemplify the use of chatbots and artificial intelligence to offer support
to women in vulnerable situations. ISA.bot, developed by the NGO Think Olga (2019), provides guidance on
preserving digital evidence, online safety and reporting abuses, while Gléria combines artificial intelligence
and geolocation to send real-time alerts and map risk areas (Grupo Mulheres do Brasil, 2023). Both stood
out during the COVID-19 pandemic, when the number of violence cases increased significantly.

Although effective, these solutions have limitations because they depend on internet access and
mobile devices (Ismagilova et al., 2020). In areas with low connectivity, wearable devices, such as the smart
bracelet proposed in this article, can fill this gap. Equipped with GPS LoRa sensors and integration with
emergency communication systems, the device offers a secure and autonomous channel for notifying
authorities, enhancing the response in risk situations.

Creating devices such as the smart bracelet faces technical, economic and ethical challenges.
Production costs and accessibility may limit its adoption, especially among vulnerable populations. In
addition, issues related to privacy of sensitive data require robust mechanisms to prevent leaks and misuse
of information. For such solutions to be effective, it is essential to integrate them into public policies and
existing support networks, ensuring a multidimensional approach to confronting gender-based violence.

Despite the challenges, portable devices and emerging technologies have the potential to
complement traditional support networks, connecting victims to authorities and offering a rapid and
effective response. Technological innovation, when combined with social strategies, can transform the fight
against gender-based violence, promoting greater safety and autonomy for women..
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METHODOLOGIES

The development of this project followed a systematic and modular approach, enabling the efficient
integration of various sensors and electronic components essential to ensuring the device’s performance,
efficiency and safety. The steps described below detail the choice and integration of the sensors, the design
of hardware and software modules, and the prototyping process.

The choice of components was based on specific performance and reliability needs. The selected
elements include the ESP32 as the main processing module, a GPS sensor with LoRa technology for
geographic location, an IPS LCD module to display information to the user, and a 3.7V Lithium-Polymer
battery as a power source. Each component plays a critical role in device functionality, and their
characteristics are described in detail below.

Planning and Component Selection

The initial planning process involved analyzing technical and social requirements, considering
portability criteria for daily use of the device, operation in environments with little or no connectivity,
ensuring data security and protection of users’ sensitive information.

Microcontroller ESP32

The ESP32 microcontroller was selected as the main processing module due to its versatility,
processing power and energy efficiency. This component is responsible for managing the device’s main
functionalities, including GPS data collection, Bluetooth and Wi-Fi communication, and battery status
monitoring.

To ensure efficient integration of connected sensors and modules, the ESP32 was programmed using
the Arduino IDE, a widely used platform for loT projects. Software development included applying
specialized libraries to handle specific tasks such as the SPI interface for display control and managing
wireless network connections. This approach ensures that the device can operate reliably and respond
quickly, even in critical scenarios.

GPS LoRa Sensor

Geographic location is one of the device’s functional pillars and is accomplished via an external GPS
sensor with LoRa support. The choice of this sensor was based on its ability to operate both in open and
enclosed environments, as well as its independence in connecting to other devices via Bluetooth or cable.
In addition, it allows data transmission over long distances with low energy consumption using
radiofrequency. It is particularly useful in areas where mobile network coverage is limited or nonexistent,
as it does not depend on traditional internet infrastructure. Instead of using the internet or mobile networks,
LoRa connects to gateways, which act as intermediaries in communication between different networks or
systems and retransmit data to a centralized network. This enables communication by devices like the
proposed smart bracelet even in isolated places (Zorzi et al., 2018).

LoRa technology was evaluated based on existing projects that demonstrated its efficiency in similar
contexts. A relevant example is the use of LoRa in Intelligent Transport Systems (ITS), developed to solve
urban mobility problems, such as high accident rates and congestion (Kanzouai, C., et al., 2024). These
systems use LoRa to monitor public transport, transmitting data with high reliability over long distances and
low energy consumption. In addition, LoRa has been applied in areas such as flood prevention, where long-
distance communication over water was possible, reaching up to 22 km depending on antenna height
(Cecilio et al., 2020). In rural and agricultural areas, the technology has proved effective for communication
between field sensors, especially where traditional networks do not reach, helping monitor crops and
improving connectivity in remote regions (Tovar-Soto et al., 2020). These projects highlight LoRa’s potential
to provide reliable communication solutions in challenging environments, such as urban, rural and aquatic
areas.
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In the bracelet context, LoRa technology enables transmitting the device coordinates to a dedicated
API that converts data into information accessible to authorities. This data flow facilitates the user’s rapid
location and ensures that security teams can carry out the necessary procedures with greater precision.

LCD IPS Display

To offer an intuitive and practical visual interface, the device was equipped with a 1.28-inch IPS LCD
display. This module plays a crucial role in providing critical information to the user, such as connection
status, alerts and device state indicators.

The display is controlled by the ESP32 using the SPI interface for efficient communication. In
addition, specialized graphics libraries were integrated into the software to optimize information rendering
on the display. This solution allows fast and direct interaction, which is fundamental for a device that must
be functional in emergency situations.

3.7V Lithium-Polymer Battery

The 3.7V Lithium-Polymer (LiPo) battery was chosen as the device’s power source due to its unique
characteristics, including lightness, compactness and durability. These properties make the battery ideal for
a portable device, ensuring that it remains functional for up to 16 hours without frequent recharging.

To support this choice, similar projects using LiPo batteries in high energy demand contexts were
analyzed. An example is the use of these batteries in UAVs (Unmanned Aerial Vehicles), where replacing
traditional batteries resulted in significant improvements in performance and mission duration (Mohsan et
al.,, 2022). These projects showed that LiPo batteries not only increase autonomy but also optimize the
operation of mobile systems in critical conditions.

Similarly, the battery chosen for the bracelet plays an essential role in sustaining the simultaneous
operation of the GPS, LoRa and LCD modules in addition to the ESP32 microcontroller. Battery reliability is
particularly important in emergency situations where the device must operate without interruptions to
ensure the user’s safety.

Data Storage and Security

Data storage plays a central role in the loT bracelet’s functioning, being essential to organize the
information flow and provide greater security for both the user and the authorities involved. In addition to
preventing fraud and scams, data management allows authorities to receive detailed and reliable
information to act more efficiently.

Data Security

To ensure information integrity, the application was designed to handle sensitive data with high
security standards and respect for privacy regulations such as the Brazilian General Data Protection Law
(LGPD). Both data storage and transmission use robust encryption technologies. Communication with
servers is protected by TLS (Transport Layer Security) protocols, while data stored locally on the bracelet or
in the application uses AES (Advanced Encryption Standard) encryption. These practices ensure that
information is protected against interception, leaks or misuse.

The system also restricts access to sensitive information. Only pre-authorized authorities can consult
data provided by users, ensuring the confidentiality and secrecy required. This is especially relevant to
protect victims in violent situations, ensuring that the information is only used for intended purposes:
evaluation and resolution of complaint.
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Registration Process

The proposed device consists of a smart bracelet equipped with an ESP32 microcontroller, a GPS
sensor with LoRa technology and an encrypted communication system via API. When activated, the device
collects and transmits the user’s location to a secure server, allowing authorities to be automatically notified.
This system was designed to operate even in low-connectivity areas, ensuring greater reliability in
emergency activation.

The registration process was developed to be secure, efficient and functional, allowing the user to
configure her bracelet quickly while providing necessary guarantees to protect privacy and sensitive data.
Initially, the user must provide basic information such as full name, CPF, RG and date of birth. This
information undergoes a validation process using APls that consult governmental databases, ensuring that
the provided data are authentic and consistent.

To ensure consistency, the system applies specific rules, such as verifying that the name provided
has at least two words and that the age is within a coherent range, between 12 and 110 years. If any data
are invalid, the application displays error messages so the user can correct the information before
proceeding.

After validation, the application asks the user to synchronize the device with her phone. To do this,
Bluetooth must be activated and the instructions on the interface followed. The user must press the bracelet
button for 10 seconds, which activates the device’s wireless system and allows connection with the
application. If the connection is not established within 5 minutes, the bracelet goes into sleep mode to
preserve battery.

When synchronization is complete, the device generates a unique identifier that is registered in the
database, linking it exclusively to the registered user. This step completes the registration process, blocking
future changes to primary data such as CPF or the bracelet identifier to prevent fraud. The application then
displays a confirmation message, thanking the user for choosing the product and providing additional
information about bracelet use, including safety tips, educational content about femicide and answers to
frequently asked questions.

While registration is not completed, the bracelet remains locked and does not perform any function
such as sending alerts or communicating with authorities. This initial lock is essential to ensure only
authorized users can use the device and access its functionalities.

Reporting Flow

After registration and bracelet activation, the device is ready to be used in emergency situations.
The reporting flow was designed to be simple and fast, ensuring the user can trigger the system practically
and efficiently, even in high-tension moments.

To initiate the process, the user must press the emergency button on the bracelet. This press
immediately activates the location system, which collects GPS data and transmits the geographic
coordinates to a centralized database. These data are then processed by a proprietary API, which automates
sending information to the Web Reporting system used by the Military Police. The APl automatically fills out
the required forms and sends alerts to the competent authorities, enabling an agile and precise response.

Once the complaint is received by the authorities, the system deactivates the alarm on the bracelet
to avoid duplicate alerts and improve control over reported occurrences. This integration between the
device, the app and reporting systems ensures the user receives assistance promptly and effectively.

Strategic partnerships with bodies such as the Military Police are fundamental to the project’s
success. These collaborations not only enable continuous system improvement but also ensure complaints
are handled properly, promoting an efficient response to emergencies reported by users.

The system was designed to promote efficient integration with authorities, ensuring speed and
precision in communication. Information transmitted by the device is organized in the central database and
shared securely via the API, which sends alerts directly to the competent authorities.
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With project progress, it is expected to establish strategic partnerships with the Military Police to
improve response to alarms sent by users. A proposed functionality is automatic alarm deactivation as soon
as an authority confirms receipt of the complaint. This would optimize incident control, avoid duplication
and promote greater efficiency in the communication flow..

Prototype and Tests

The prototyping stage was structured to ensure system functionality, optimizing data processing and
API integration. The main objective in this initial phase is to ensure process reliability, focusing on data
transmission and creating a generic form for collecting information even without direct authority
involvement at this time.

Figma was used to develop the user registration interface, allowing the design of an intuitive and
efficient visual experience. Using these tools was essential to create a functional interaction environment
that is easy to navigate, prioritizing comfort and speed during initial registration.

The device circuit development was performed using online microcontroller simulators. These
simulators enable a comprehensive evaluation of the entire hardware and software integration process in a
virtual environment. This approach was chosen to validate and refine system logic before physical
implementation, identifying and correcting possible failures in advance. In addition to speeding up
development, the digital prototyping methodology ensures the final product is more reliable, robust and
effective.

Regarding the API responsible for converting coordinates into a precise location, two alternatives
were evaluated. The first option is using Google Maps API, which offers comprehensive functionalities to
transform latitude and longitude into specific geographic locations, as well as enabling traffic monitoring
and other relevant data. If an alternative method is necessary, the creation of a proprietary APl was
proposed, developed using technologies such as JSON and tested using Insomnia software, which allows
evaluating and validating source code functionality efficiently.

Another essential system component is the API intended to transmit data to authorities. During
prototyping, this APl will be tested using informal communication means to prove the concept and
technologies’ reliability. These tests will validate integrated resource use and ensure the system meets
performance expectations.

At the end of the prototyping phase, it is expected that the system will be ready for physical
implementation with all components validated and fully functional. This stage, marked by simulation and
refinement, represents an important milestone for project realization, ensuring a reliable device ready to
be scaled in real scenarios..

EXPERIMENT

The prototype development faced significant challenges, especially related to component and
software compatibility used in the system. One of the main challenges was integrating the GPS module with
LoRa technology, since many available platforms presented performance limitations and support for this
specific technology. To overcome these barriers, the online ESP32 simulator Wokwi was used, recognized
for its versatility and broad support (Wokwi, 2020). This resource enabled efficient prototyping and testing
of the circuit.

The initial prototyping structure shown in Figure 3 included the following main components: an
activation button, the ESP32 microcontroller, an LCD display to show location information, and a GPS
module to determine geographic coordinates. The button serves as the system trigger, activating the LoRa
equipment that collects and transmits the device’s latitude and longitude.

v. 13 n. 2 dez./2025



Figure 3 — Connection diagram of the loT device prototype.

During integration, the DistanceMatrix.Al APl was used, which stood out for its efficiency in
geocoding, converting coordinates (latitude and longitude) into comprehensible addresses. This APl is free
for academic institutions and non-profit organizations, which helped make prototype development feasible.
Thus, the system combines hardware and software to provide a complete and functional solution for
location and mapping as shown in Figure 4.

Figure 4 — Prototype in operation displaying geographic coordinates obtained in real time.

The GPS data obtained, as seen in Figure 5, are transmitted to the database, associated with a unique
identifier and sent to the responsible authorities via a proprietary API. This information flow ensures device
traceability and enables a rapid response by security teams.

Another important aspect was the design of the user registration environment developed in Figma.
The interface was planned to be accessible and functional, allowing efficient registration of information such
as name, CPF and contact as shown in Figure 5. After registration, the system checks data validity before
allowing device synchronization with the application. This process is carried out via Bluetooth with real-time
feedback messages, ensuring a simple and intuitive user experience. A small Frequently Asked Questions
button should be presented to all types of users to understand the terms and the need for registration on
this platform.
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Figure 5 — Registration Screen Prototype
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The device evaluates connectivity and presents the status to the user. The first identification refers
to the connection with the bracelet, titled “Connect to your bracelet,” where the user finds detailed
guidance organized into four steps: activate device Bluetooth, turn on the bracelet with three presses of the
start button, select the corresponding device in the connection menu and, finally, complete registration as
shown in Figure 6. The whole process was designed to be direct and efficient, with feedback messages
displayed in real time. For example, if the connection is successful, the system reports: “Device validated
successfully.” Otherwise, a message such as “Device not found” appears, suggesting the user review the
instructions or try again. This approach reduces the chances of error and increases user confidence during
configuration.

Figure 6 — Connection and Registration Completion Screen
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After completing the connection, the user is directed to the confirmation screen, which conveys
security and welcome. A highlighted message, “Registration completed successfully,” reinforces the success
of the operation, accompanied by the project motto: “Your protection first,” reflecting the initiative’s main
purpose. In addition, a “Contact us” button offers a direct support channel should the user need additional
help or have questions about the system.
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This initial journey, from synchronization to registration confirmation, is not just a technical detail of
the system. It is a way of connecting the user to the project’s purpose, showing that each step was designed
to prioritize safety, practicality and trust. This process allows the bracelet to activate main functionalities
such as real-time location and sending alerts to nearby authorities, offering a powerful and accessible tool
in vulnerability situations.

During registration, the use of a smartphone or other device is necessary for initial bracelet
configuration since the bracelet itself does not have a sufficient visual interface to display and fill in
registration data. However, after completing this stage, the bracelet’s operation is fully independent of the
smartphone for recording incidents. The user can activate the emergency functionality directly from the
bracelet without needing to carry a cell phone at the moment of alert activation..

CONCLUSION

Violence against women, in its multiple forms, is a complex social phenomenon that requires urgent
and multidimensional responses. This study reinforces the importance of combining technological advances
with effective public policies to directly combat the causes and consequences of gender-based violence. The
loT smart bracelet proposal presented here emerges as an accessible and scalable solution that seeks to fill
gaps in traditional protection and emergency response systems.

Device development demonstrated that emerging technologies such as GPS LoRa, ESP32
microcontrollers and data encryption can be applied efficiently to create secure and functional solutions. In
addition, the registration and reporting flow was designed to ensure ease of use while adhering to LGPD
guidelines and safeguarding users’ sensitive information privacy. API integration and tools such as the
Wokwi simulator proved the prototype’s technical feasibility, which already shows a significant level of
reliability in risk situations.

However, important challenges were identified, including the need to reduce production costs,
expand accessibility in diverse socioeconomic contexts and strengthen partnerships with public bodies such
as security forces and women’s support networks. Overcoming these barriers will be essential for the device
to have a significant large-scale impact.

The proposal also shows that technological solutions, although promising, should not be seen as
substitutes for prevention and social awareness initiatives. It is essential that technological innovation be
accompanied by cultural and educational changes that address the roots of gender-based violence,
promoting a more equal and safe society for women of all ages and contexts.

Finally, this work aims not only to contribute to developing practical tools to fight violence but also
to foster a broader debate about technology’s role in protecting human rights. Next steps include improving
the prototype, conducting tests in real environments and establishing strategic collaborations to enable
large-scale implementation, ensuring the device effectively and sustainably meets the safety needs of
women in vulnerable situations.

BIBLIOGRAPHY

ABUAGOUB, A. loT security evolution: Challenges and countermeasures review. International Journal of
Communication Networks and Information Security, v. 11, n. 3, 2022. https://doi.org/10.17762/ijcnis.v11i3.4272

AGENCIA SENADO. DataSenado aponta que 3 a cada 10 brasileiras ja sofreram violéncia doméstica. 2023. Disponivel
em: https://www12.senado.leg.br/noticias/materias/2023/11/21/datasenado-aponta-que-3-a-cada-10-brasileiras-ja-
sofreram-violencia-domestica. Acesso em: 02 jun. 2024.

CECILIO, J.; FERREIRA, P. M.; CASIMIRO, A. Evaluation of LoRa technology in flooding prevention scenarios. Sensors, v.
20, n. 14, 4034, 2020. https://doi.org/10.3390/s20144034.

DE OLIVEIRA, L. N. Violéncia doméstica e sexual contra a mulher: Revisdo integrativa. Holos. , 2017.
doi:https://doi.org/10.15628/holos.2017.1903.

FORBES. loT technology applications for public safety. 2019. Disponivel em: https://www.forbes.com/. Acesso em: 24

jun. 2024.
v. 13 n. 2 dez./2025



https://www12.senado.leg.br/noticias/materias/2023/11/21/datasenado-aponta-que-3-a-cada-10-brasileiras-ja-sofreram-violencia-domestica
https://www12.senado.leg.br/noticias/materias/2023/11/21/datasenado-aponta-que-3-a-cada-10-brasileiras-ja-sofreram-violencia-domestica
https://doi.org/10.3390/s20144034
https://www.forbes.com/

FORNARI, L. F. (2021). Violéncia doméstica contra a mulher na pandemia: estratégias de enfrentamento divulgadas
pelas midias digitais. Rev. Bras. Enferm. 2021. doi: https://doi.org/10.1590/0034-7167-2020-0631.

GRUPO MULHERES DO BRASIL. Plataforma de inteligéncia artificial atuara no combate a violéncia contra a mulher.
Disponivel em: https://www.grupomulheresdobrasil.org.br/plataforma-de-inteligencia-artificial-atuara-no-combate-
a-violencia-contra-a-mulher/. Acesso em: 02 jun. 2025.

ISMAGILOVA, E. et al. Security, privacy and risks within smart cities: Literature review and development of a smart city
interaction framework. Information Systems Frontiers, 2020. https://doi.org/10.1007/s10796-020-10044-1.

KANZOUAI, C. et al. (2024). loT-powered big data processing for intelligent transportation: Enhancing effectiveness and
forecasting. In: MAHBOUB, O. (ed.). Big Data and Internet of Things. BDIoT 2024. Lecture Notes in Networks and
Systems. v. 887. Springer, Cham. https://doi.org/10.1007/978-3-031-74491-4 70.

LEONCIO, K. L. O perfil de mulheres vitimizadas e de seus agressores. Revista enfermagem UERJ. 2008. Disponivel em:
https://pesquisa.bvsalud.org/portal/resource/pt/bde-15100.

MIRANDA CALERO, J. A,, et al. Bindi: Affective Internet of Things to combat gender-based violence. IEEE Internet of
Things Journal, v. 9, n. 21, p. 21174-21193, 2022. https://doi.org/10.1109/J10T.2022.3177256.

MOURA-FERREIRA, M. C. (2024). Subnotificagdo da violéncia contra a mulher: estratégias de prevengdo e cuidado.
Caderno Pedagégico., 2024. doi:10.54033/cadpedv21n1-135.

MOHSAN, S. A. H. et al. Towards the unmanned aerial vehicles (UAVs): A comprehensive review. Drones, v. 6, n. 6, p.
147, 2022. https://doi.org/10.3390/drones6060147.

REDE DE OBSERVATORIOS DA SEGURANCA. (2022). Elas vivem! A violéncia contra as mulheres no Brasil: um olhar
sobre a situacdo atual e os desafios da seguranca publica. 2022. Disponivel em: https://observatorioseguranca.com.br/.
Acesso em: 24 mar. 2025.

SANTOS, W. J. Proof of concept of an loT-based public vehicle tracking system, using LoRa (Long Range) and intelligent
transportation  system  (ITS) services. Revista Fundamentos e Cuidados Online.,, 2018 doi:
https://doi.org/10.9789/2175-5361.2018.v10i3.770-777.

THINK OLGA. ISA.bot: seguranca digital e acolhimento para mulheres. 2019. Disponivel em: https://thinkolga.com/

TOVAR-SOTO, J. P., PAREJA-FIGUEREDO, C. F., GARCIA-NAVARRETE, O. L., & GUTIERREZ-MARTINEZ, L. C. (2020).
Performance evaluation of LoRa technology for implementation in rural areas. Dyna, v. 88, n. 216, 88258.
https://doi.org/10.15446/dyna.v88n216.88258.

WOKWI. ESP32 online simulator. Wokwi. 2020. Disponivel em: https://wokwi.com/. Acesso em: 25 mar. 2025.

WHO. Violence against women prevalence estimates. World Health Organization. 2021. Disponivel em:
https://www.who.int/. Acesso em: 25 mar. 2025.

ZORZI, M., et al. The Internet of Things: A survey on the enabling technologies, protocols, and applications. Computer
Networks, v. 54, n. 14, p. 2215-2234, 2018. https://doi.org/10.1016/j.comnet.2010.05.010

REVISTA CIPPUS — UNILASALLE Canoas/RS ISSN: 2238-9032 v. 13 n. 2 dez./2025


https://doi.org/10.1590/0034-7167-2020-0631
https://www.grupomulheresdobrasil.org.br/plataforma-de-inteligencia-artificial-atuara-no-combate-a-violencia-contra-a-mulher/
https://www.grupomulheresdobrasil.org.br/plataforma-de-inteligencia-artificial-atuara-no-combate-a-violencia-contra-a-mulher/
https://www.grupomulheresdobrasil.org.br/plataforma-de-inteligencia-artificial-atuara-no-combate-a-violencia-contra-a-mulher/
https://doi.org/10.1007/s10796-020-10044-1
https://doi.org/10.1007/978-3-031-74491-4_70
https://pesquisa.bvsalud.org/portal/resource/pt/bde-15100
https://doi.org/10.1109/JIOT.2022.3177256
https://doi.org/10.3390/drones6060147
https://observatorioseguranca.com.br/
https://doi.org/10.9789/2175-5361.2018.v10i3.770-777
https://thinkolga.com/
https://doi.org/10.15446/dyna.v88n216.88258
https://wokwi.com/
https://wokwi.com/
https://www.who.int/
https://doi.org/10.1016/j.comnet.2010.05.010

